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Stronger Than Firewalls

WATERFALL

Be3onacHbin OHHOHaI'IpaBﬂeHHbIﬁ L1003

OﬂHOCTOpOHHMﬁ LLJ1HO3 — 3TO coYeTaHUe arnnapaTHOro  nporpaMMHoro obecneyeHus:

¢ AnnapaTHoe obecrnedeHue HanpaBngaeT MHOOPMaLIMIO TONMbKO B OHOM HarpaBieHunmM

¢ [NporpaMMHoe obecrneyeHme KONMMpyeT cepBepbl M IMYNMPYET YCTPOMCTBA U3 CETU
OT B UT-ceTb

¢ HM ogHa aTaka, Kakol 6bl OHa Oblfla CIOYKHOWM, HE MOXKET PACMPOCTPAaHUTbCA Ha3ap,
K MPOMBILLUIEHHOW CETM Yepes LUMo3

UNIDIRECTIONAL SECURITY GATEWAY
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Stronger Than Firewalls

NMoapep)XkKa NpoMbliLUIeHHOro nporpaMMHoOro

obecneyeHuUd
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XPAHUITULWIA OAHHDbIX & BA3bl
AOAHHDbIX

¢ OSlsoft: Pl System, Pl Asset
Framework, Pl Backfill

¢ GE: iHistorian, iHistorian Backfill,
OSM, Bently-Nevada Systeml,

¢ Schneider-Electric: Wonderware
eDNA, Wonderware Historian,
Wonderware Historian Backfill,
SCADA Expert ClearSCADA

¢ AspenTech IP.21, Rockwell
FactoryTalk Historian, Honeywell
Alarm Manager, Scientech
R*Time,
¢ Microsoft SQL Server, Oracle
MySQL, PostgreSQL
%—- NEPEOAYA ®ANNOB
¢ Folder mirroring, Local Folders

+ FTP/S, SFTP, TFTP, SMB, CIFS,
NFS, HTTPFS

¢ Log Mirroring
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MPOMBDILWJIEHHDIE
NMPUNTOXXEHUA U MPOTOKOI/bI

¢ Siemens S7 & PCS7 Historian

¢ OPC DA, A&E, HDA, HDA
Backfill and OPC UA

¢ Emerson: EDS
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¢ Yokogawa OPC
¢ GE: iFix, ISD, IST

¢ Modbus, DNP3, ICCP,
IEC 60870-5-104, Omni Flow
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OPYIT'ME KOHHEKTOPDI
¢ TimeSync, Netflow
+ Video & audio streaming

¢ Kaspersky, Norton, FortiGate,
Check Point, McAfee and
OPSWAT

¢ Anti-virus updaters
+ OPSWAT Metasploit

¢ WSUS and Linux Repository
updaters

¢ Tenable Nessus Network
Monitor, Nessus Security Center
Updates

¢ Remote printing
¢ Yokogawa OPC
o GE: iFix, ISD, IST

¢ Modbus, DNP3, ICCP, IEC
60870-5-104, Omni Flow
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+ FirekEye: Helix & Managed
Defense

¢ Email/SMTP, SNMP, Syslog

+ ArcSight, Splunk, IBM QRadar,
McAfee ESM, Nozomi, CyberX,
Tenable.ot,

¢ MSMQ, IBM MQ, Active
Message Queue, AMQP, TIBCO,

¢ SolarWinds Orion, Thales
Aramis, I0Sight, Panorama

2 YOANEHHbIN OOCTYN

¢ Remote Screen View
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¢ Secure Bypass
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