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Nexetic Backup
for Microsoft 365

Nexetic Backup is a powerful and reliable business-critical data and file backup solution. Designed and
hosted in the EU, it is GDPR-compliant and ensures secure access to data even during a disruption.
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failure in the past 3 years due to data loss without paying a ransom

TOP-5 REASONS FOR DATA LOSS
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WHY IS IT IMPORTANT TO BACK UP YOUR MICROSOFT 365 DATA AND FILES?

- Advice from Microsoft

For all their advantages, cloud-based collaboration
tools like Microsoft 365 occasionally fail. In
particular, Microsoft is not responsible for data
loss due to accidents and advises making backup
copies.

Minimizing downtime

Data loss can lead to prolonged downtime, which
in turn can cause significant financial losses to a
business. The availability of backup copies allows
the company to recover faster after an incident.

HOW WILL MICROSOFT 365 LET YOU DOWN?
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- Business continuity

Backups are a critical part of a disaster recovery
plan, helping to ensure business continuity even
after major incidents.

- Compliance with legal requirements

Many industries have legal requirements for data
storage and protection. Backup helps you meet
these requirements and avoid fines for violating
them.
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Possible causes of failures

Technical malfunctions, system
updates, or infrastructure
problems can cause failures in
Microsoft  cloud  services,
resulting in temporary
unavailability of services.

Risks

Failures in Microsoft 365 can
lead to corruption or loss of
data stored in the cloud. This
can take anywhere from a few
hours to days, depending on
the complexity of the issue.

Advantages of Nexetic
Backup

The M365 backup solution
allows you to store backups
outside of Microsoft's cloud
infrastructure, ensuring data
security and the ability to

WHICH COMPANIES ARE AT RISK?

Critical Financial

Infrastructure

Technology
Companies

Institutions

Health Care

quickly restore it even in the
event of failures caused by the
company itself.
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MAXIMUM PROTECTION OF YOUR DATA

Nexetic Backup is maximally integrated with Microsoft Azure, which provides reliable and sustainable data
protection. The cloud platform offers a wide range of security features and certificates for the protection and

integrity of data stored in the cloud.

Nexetic Backup uses Azure Blob Storage for data storage. After saving, the data in this storage cannot be
changed or deleted, and this provides an additional level of protection against accidental data loss or the

actions of intruders.

In addition, Nexetic Backup regularly performs security checks and vulnerability scans to identify and eliminate

potential risks.

WHY DO YOU NEED NEXETIC BACKUP FOR MICROSOFT 365?

= Microsoft Exchange
Data Protection:

automatic copying of mail, built-in

E Automatic backup:
| is performed twice a day to ensure

archive, shared folders, contacts and

calendar.

SharePoint:

Microsoft Lists.

A single repository:

?

. all M365 users.

Full backup of OneDrive and

saving files, data from OneNote and

constant data security.

6i Audit journal:
detailed record of all actions to

improve control and security.

ﬁ' Reserve Microsoft Teams:

-’ copying files and messages in public
and private channels, private chats

and files.
backup storage is shared by

Unlimited version history:
|I the ability to restore any version of files.

BASIC FUNCTIONS

Just set up and running in 1
minute

¢ Ensures reliable backup of all
important data and files

¢ No need to install any
programs

¢ Only a web browser is
required for setup

Full automation

Fully automated maintenance
that easily integrates with
Azure Active Directory (AAD)

¢ Automatically backup all new

users or users in selected
AAD groups

© There is no need for manual

monitoring or maintenance

Reliable backup

Your data is always safe and
the copying process is
error-free

Advanced technologies for
timely backup of data and
files

Data is stored in Azure Blob,
a reliable and secure storage




Instant data recovery

Unparalleled scalability

Advanced security

The cognitive search function
helps you find the data you
need quickly and easily

You can either restore or
download your Microsoft 365
data

A self-service portal enables
users to restore data
themselves

Unlimited version history
allows you to restore any
previous version of files

The solution is built based on
Azure services using a
serverless architecture

Easily scalable and able to
handle large amounts of data

Optimized Backup copes well
with the bandwidth limitation
that Microsoft uses in M365

Ideal for any business
regardless of size and data
volume

For Nexetic, safety is a
priority

© The solution based on

Microsoft Azure is highly
secure and compatible with
many other platforms

¢ All data is encrypted using

standard 256-bit AES
encryption

¢ Azure complies with major

international and European
industry standards such as

Exceeds traditional solutions

in terms of scalability SOC 2,150 27001, GDPR, and

NIS2

GET STARTED TODAY

M365 backup is a necessity for today's business. Its absence can be fatal because it will put your data,
business, and reputation at risk.

Contact our experts to learn more about Nexetic Backup.

Nexetic@bakotech.com
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BAKOTECH® — MidkHapogHa KomnaHis, sika nocigae nepefosi no3uuii y cdepi pokycHoi Value Added IT-anctpmbyLii Ta noctavae
piLLeHHs NPOBIAHNX CBITOBMX IT-BMPO6HMKiB. Mo3unLioHyoumn cebe sk True Value-Added IT-guctpub'totop, BAKOTECH Hagae
npodeciiHy nepea- Ta NOCTNPOAAXKHY, MAPKETUHIOBY, TEXHIUHY MIATPUMKY AN NAPTHEPIB Ta KiHLEBUX 3aMOBHUKIB.

leorpagivyHo KoMNaHisa NpaLtoe y 26 KpaiHax Ha puHKax LeHTpanbHoi Ta CxigHoi EBponu, bankaH, banTii, KaBkasy,
LleHTpanbHoi Asii, 3 odicamu B Mpasi, Kpakosi, Pu3i, Kuesi, baky Ta HypcyntaHi.




