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BlackBerry UEM -

Unified Endpoint Management

Efficient management and protection of endpoints,

including personal and corporat

Secure access
to corporate
web resources

Familiar and intuitive

e devices of employees

Local storage
encryption
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Built-In DLP
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Android & iOS Mac

User behaviour analysis
based on ML

The machine learning
algorithm built into each
application of the

interface viewer and editor & Windows Support
Simplified activation Screen Capture Adding watermarks to
and setup process Detection and Reporting the BlackBerry software
Activation of BlackBerry  Ability to detect and take  Establish a policy that
container applications action when a screenshot  allows watermarks with
using a corporate account is taken in BlackBerry username, date, and
or scanning a QR code. container apps on iOS®, timestamp to be

This capability simplifies ~ Android® and Windows®  displayed in BlackBerry

activation for end users.  devices using a

container applications.

Alongside this, all OS compliance profile. This Then, when one tries to

types are configured feature will further

take a screenshot or take

according to the improve data loss a picture of the screen
BlackBerry gold standard  protection for programs  with an external device,
- almost 99% the same. that use the BlackBerry the source of the leak will
Dynamics framework. be determined (so far for
iOS® and Android®

devices, later - for
macOS®, Windows10%).

BlackBerry container
allows you to detect
anomalies in users' work:
in the operation of
software, connecting to

a specific network,
changing geolocation, etc.
Based on this, you can
automatically block the
working container and
device policy changes.




*2 BlackBerry Managed Encryption -

BlackBerry Dynamics Container

® Storing corporate data separately ® Encryption at rest, move between applications,
in a BlackBerry Dynamics container when sent to the network

® Eliminate threats of data leakage into =~ ® Data protection in a container with Common
unchecked applications Criteria EAL 4+ certification and years of use
in the most demanding industries (government,
defence, intelligence, finance)
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File sharing Editor Task Notes

BlackBerry-led Software Integration Additional systems in BlackBerry UEM
and Supplementation
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Any apps from Office applications Synchronization and file Fully managed
the store exchange system with messenger with its own
the addition of DRM policies management console
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Enterprise software UBA - User Behavior Two-factor authentication
development Analysis. System for analyzing server for local and
behavior and detecting cloud application

anomalies in user work
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